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V/v bao dam an ninh mang, an toan
théng tin cho Cong thong tin dién tir
phuc vu Pai hoi XIV ctia Dang

Kinh gui: N

- Uy ban Mt trén T6 quoc Viét Nam tinh;

- Vin phong Tinh Uy, Véan phong UBND tinh;

- Vin phong Poan DPBQH va HDND tinh;

- Céc sd, ban, nganh, doan thé tinh;

- B6 Chi huy Quéan su tinh; Toa 4n nhan dén tinh;

- Vién kiém s4t nhan dan tinh; Thi hanh 4n dén sy tinh;

- Béo hiém x4 héi tinh; Cang vy Hang hai Quang Ngi;

- Théng ké tinh; Thué tinh Quang Ngii;

- Kho bac Nha nudce khu vue XV;

- B4o va Phét thanh, Truyén hinh Quang Ngai;

- Céc Trudng: bai hoc Pham Van Dong, Cao ding Kon
Tum, Cao ding Viét Nam - Han Qudc - Quang Ngi;

- Viettel Quang Ngai, VNPT Quang Ngai, Mobifone
Quang Ngai, FPT Quang Ngéi, SCTV Quéang Ngdi;

- UBND x4, phuong, diac khu Ly Son.

Nh&m bao dam an ninh mang, an toan théng tin cho Cong théng tin dién tir
(TTDT) phuc vu Dai hoi XIV ctiia Dang, Céng an tinh Quang Ngdi d& nghi Thu
trudng cac co quan, don vi, dia phuong trén dia ban tinh chi dao thuc hién cac noi
dung trong tdm sau:

1. Tang cwong trién khai hoat dong biao dam an ninh mang, an toan
thong tin

- Ra soat cac hé théng théng tin bao dam dugc trién khai day du bién phép
bao vé theo cip d6 an toan thong tin, chinh sdch an ninh d6i v&i hé théng tuong
lira, hé théng phat hién xam nhap, hé théng phong chéng m3 doc; cap nhat day dt
ban va bao méat cho hé diéu hanh, tng dung, may chd, thiét bi mang.

- Chu dong kiém tra, danh gia, phat hién va khéc phuc 16 hdng bao mat; kip
thoi phat hién moi nguy hai va boc gb phin mém doc hai cho toan bd may chd,
may tram trong hé théng thong tin; cai dit phin mém phong, chéng ma ddc, ban
quyén cho toan by may chu, méay tram nguoi dung.

- Thiét 14ap chinh sach bao mét, chinh sach kiém soét truy cép chit ché trong
hé théng; thuc hién phan cap, phén quyen tai khoan ngudi dung theo ding chirc
nang, nhiém vu, dam bao quyén ti thiéu va luu nhét ky st dung tai khoén.

- Thiét 1ap giao thirc mang bao mat c6 ma héa manh, xéc thuc de quéan ly,
c4u hinh méy chi, tmg dung tir xa; giéi han quan tri thiét bi tir mot sb dia chi IP ;
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quén tri trong hé thong; ra soat, kiém tra va ngan chan cac dia chi IP nim trong
danh sach IP mang Botnet dugc cac don vi chirc nang canh béo.

- Luu nhét ky truy cép va nhét ky thu dugc tir cac thiét bi mang, bao mat
trong khoang thoi gian tbi thiéu bang thoi gian dién ra Pai hoi XIV cta Pang tir
khi dua hé thdng théng tin vao hoat dong.

- Trién khai bién phéap giam sat an ninh mang, an toan thong tin va ing
ctru, khéc phuc khi c6 su ¢b phét sinh d6i véi hé théng théng tin'.

- T4 chtic tuyén truyén, nang cao nhén thirc co ban k§ ning vé an ninh
mang, an toan théng tin, canh gidc vé thong tin x4u doc, tin gia va thong tin lira
dao trén khoéng gian mang cho can bd, cong chuc, vién chic, nguoi lao dong
va quan ching nhan dan?.

2. Pon vi chit quan, van hanh Céng/Trang TTDT: Khao sat, danh gia
thue trang Cong/Trang TTDT thudc pham vi quan ly, trién khai diy du giai phap
bao dam an ninh mang, an toan thong tin’; kién toan d6i ngli ban bién tép, quy ché
hoat dong cua Cdng/Trang TTDT; bao dam ndi dung théng tin, bai viét, video. .
duoc kiém duyét trude khi dang tai ding quy dinh. Td chire ra soét, thong ké va
cung cip thong tin dau mébi quan tri vién cac Cong/Trang TTPT (ké ca trang mang
x4 hoi)* cho Céng an tinh (qua Phong An ninh mang va phong, chéng téi pham
st dung céng nghé cao) truwée ngay 30/10/2025 &é kip thoi phdi hop, x ly khi
x4y ra su ¢d mét an ninh mang, an toan thong tin.

3. Viettel Quang Ngai, VNPT Quang Ngii - don vi cung cAp dich vu
Giam sat an toan, an ninh mang tap trung (SOC) tinh Quang Ngéi: Tiép tuc
cting ¢ va uu tién ngudn luc cho nhiém vu giam sat va bao vé cac Hé thong théng

U'Nhu: ( Giam sat tinh trang hoat dong céc thiét b trong hé théng; @ Giam sat phat hién tdn cong tir chéi dich vu
(DoS/DDoS); @ Giam sat cac két ndi bat thuong trong hé thdng, kip thoi phat hién ma doc trong hé thong
mang (néu c6); @ Giam sat phét hién tAn cong ra quét dich vu dugc str dung ngay bén trong hé théng; 6) Gidm sat
phat hién tin cong khai thac 16 héng bao mat c6 lién quan dén thiét bi, ing dung ma hé théng dang duoc sir
dung ngoai Internet.

2 Nhu:  Nang cao nhén thirc vé cong tac bao dam an ninh mang, an toan théng tin mang; ® Néu cao tinh than
dau tranh, phan béc, 1én an quan diém sai trai, théng tin x4u doc, lan téa, pht xanh théng tin tich cuc; ® Thudng
xuyén cép nhat, bd sung kién thirc vé an ninh mang, an toan théng tin: Thay ddi m4t khiu tai khoan thu dién tir
cong vu, dam bao mat khiu du manh (c6 it nhét 8 ky tu va bao gom: chit hoa, chit thuomg, ky tu dédc biét va chir
s0), khong lwu gitt mat khau trén trinh duyét web; tuyét ddi khéng sir dung Thu dién tir cong vu ctia tinh dé ding
ky vao cac mang xa hoi, dién dan va cac trang thong tin cdng cong khac; khong chia sé, phat tan thong tin x4u doc,

chua dugc kiém ching, khong nhén vao duong dan lién két la, khéng rd ngudn gde qua cac ting dung tro chuyén
trén mang xa hoi, thu dién tir, tin nhan SMS...

3 Trong tam:

- Bio dam mo hinh mang duoc thiét ké phan chia thanh céc phan viing mang (Ving mang trung lap, Ving mang
tng dung, Viing mang co s& dit liéu, Viing mang quan tri...) riéng biét, tach biét vé mit logic hodc vét Iy theo dung
chirc nang;

- Viéc truy cap giita cac viing mang phai dugc kiém soat bai thiét bi tuong lira ¢6 tinh nang phat hién, phong chéng
tAn cong xAm nhép giia cac ving mang (IPS/IDS), tinh ning phong chéng ma doc 16p mang;

- C6 cac phuong an: (Y Quan ly truy cap, quan tri hé thong tir xa an toan; @ Can bing tai, du phong néng cho cac
thiét bi mang chinh; @ Phong chéng tén cong tir chdi dich vu; @ Giai phép tuong lta Gng dung web (WAF);

) Giam sat hé thdng thong tin tép trung; phuong 4n gidm sat an toan thong tin tép trung; ©® Quén ly sao luu du phong
tép trung sir dung; @ Quan ly phdn mém phong chéng ma doc trén méay chi/méy tinh quén tri vién, bién tap vién, st
dung giai phap c6 chirc ning quan Iy tap trung; ® Giai phap dam bao an toan thong tin cho hé théng thur dién tir (néu
c6); @ Phong, chdng that thoat dir liéu; 9 Dy phong két nbi mang Internet cho cac may chu dich vu.

4 Noi dung danh sach théng ké gdm: Tén Céng/Trang TTDT (ké ca trang mang x4 hoi); duong dan truy cip; quan
tri vién (Ho va tén; chirc vy/don vi cong tac; sb dién thoai).
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tin cAp do 3 trén dia ban tinh; trién khai giai phap k§ thuat ra quét, canh bao, xu
Iy ma doc d6i voi cac dit lidu va uu tién ngudn luc dam bao an toan thong tin d6i
v6i hé thdng thong tin ding chung cla tinh.

4. Thanh vién Dgi &ng ctru sw ¢6 an toan thoéng tin mang tinh Quang
Ngai: Chu dong ra soat, theo doi hé théng mang ctia co quan, don vi; kip thoi ho
trg cong tac ddm bao an toan thong tin, an ninh mang cho céc co quan Pang, Nha
nuéc trén dia ban tinh khi can thiét va khi c6 y€u céu cla Co quan thuong truc
Doi tng ctiru (Phong An ninh mang va phong chdng t6i pham sir dung cong nghé
cao - Cong an tinh).

5. Phong An ninh mang va phong chong tdi pham sir dung cong nghé
cao - Cong an tinh: Phéi hop véi Trung tAm chuyén d6i s6 va d6i méi sang tao,
S& Khoa hoc va Céng nghé; Trung tdm Cdng bao - Tin hoc; Van phong UBND
tinh quan tri, vAn hanh cdc Trung tAm di liéu cia tinh, ting cudng cdng tac bao
dam an ninh mang, an toan thong tin hé thong théng tin ding chung cua tinh va
phén cdng can bd k¥ thuat truc, quan tri hé théng dam bao 2417 @& kip thoi phdi
hop va xu ly su cb lién quan; thuc hién ké hoach tng phé su cb an toan théng tin
mang, phuong an ng ctru khi c6 su cd xay ra trén dia ban tinh.

6. Cong an cac don vi, dia phuong - Cong an tinh: Trién khai bién phap
nghiép vu nam tinh hinh trén khéng gian mang lién quan hoat dong cta Céng
TTDT phuc vu Dai hodi XIV cuia Dang trén dia ban, linh vuc phu trach.

7. Khi xay ra sy cb vé an toan thong tin, an ninh mang, cac don vi, dia
phuong khan truong théng bao vé Cong an tinh (qua Phong An ninh mang va
phong chéng téi pham sir dung cong nghé cao) dé hd trg, ph01 hop xir Iy va tong
hop, bao cao UBND tinh, B4 Cong an. Trudng hop can hd tro xit 1y, tng clru va
khic phuc su ¢b dé nghi lién hé d4u mdi ky thuat sau:

- Dpng chi Thuong t4 V6 Vian Hoan - Phé Trudng Phong An ninh mang va
phong chong tdi pham st dung cong nghé cao; Dién thoai: 0980.331.268.

= DPong chi Pai tty Pham Nhat Tri - Can bg, Phong An ninh mang va phong
chong t6i pham st dung cong nghé cao; Dién thoai: 0966.833.937.

- D,E“)ng chi Thuong uy Hoang Gia Béo - Can bg, Phong An ninh mang va
phong chong tdi pham st dung cong nghé cao; Dién thoai: 0964.634.357.

P& nghj cac co quan, don vi, dia phuong quan t tam tr1en khai thyuc hién./. M

Noi nhin:

- Nhu trén (t/hién);

- Cuc ANM & PCTP sir dung CNC (b/céo) - BCA;
- Lanh dao Cong an tinh;

- Cong an céac don vi, dia phuong (t/hién);

- Luu: VT, TM(AN), ANM.

Pai ta HO Song An
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